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Greek government's phones tapped

Greek Prime Minister Costas
Karamanlis and several
ministers had their mobile

phones tapped for more than a

year, the government has
confirmed.

A spokesman said an investigation
had been opened, but had not yet
discovered who was conducting
the surveillance.

&= Printable version

Costas Karamanlis and other ministers '

Were tapped
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S Death muddies Greek spy probe
. Africa By Richard Galpin
BBC News, Athens

Americas
Asia-Pacific

A senior aide to the Greek
E"""""""'I prime minister is expected to
Middle East be the next person to testify
south Asia before a parliamentary
uk committee investigating what
is believed to be the worst '

Business i i
espionage scandal in the
Health  country's history.
Science/Nature

Technology Last month, the government
admitted that the mobile phones
of the prime minister, the most
senior members of the cabinet and top security officials had all been
tapped in 2004 - the year Athens hosted the Olympic Games.

Costas Tsalikidis: Did he help set up the
Entertainment phone-tapping?

Also in the news

“ideo and Audio
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Prosty przyktad XOR

function xor (int a,b) {

if (a#b)return 1 else return 0;

}
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Prosty przykiad XOR

function xor (int a,b) {

if (a#b) return 1 else return 0;

kubuntu



Prosty przykiad XOR

function xor (int a,b) {

if (a#b) return 1 else return 0;

- part of source code which implements normal functionality
- part of source code which implements hidden functionality
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Prosty przykiad XOR

int secret sequence[] = {to, ti, tz, t3, ..., La};
int secret counter = 0;

function xor (int a,b) {

// until triggering condition occurs behave normally
if (a#b) return 1 else return 0;

- part of source code which implements normal functionality
- part of source code which implements hidden functionality
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Prosty przykiad XOR

= = & En};

secret sequence[] = {t,, ti., taz, ti,
secret counter = 0;

{

function xor (int a,b)

// until triggering condition occurs behave normally

if (a#b) return 1 else return 0;

//check how many consecutive bits match the secret sequence
if (a==secret sequence[secret counter]) { secret counter++; }

else { secret counter=0; }

- part of source code which implements normal functionality
- part of source code which implements hidden functionality
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Prosty przykiad XOR

= = & En};

secret sequence[] = {t,, ti., taz, ti,
secret counter = 0;

{

function xor (int a,b)

// until triggering condition occurs behave normally

if (a#b) return 1 else return 0;

//check how many consecutive bits match the secret sequence
if (a==secret sequence[secret counter]) { secret counter++; }

else { secret counter=0; }
//after complete secret sequence 1s recognized, call triggered action

1f (secret counter>n) { triggered action(); }

- part of source code which implements normal functionality
- part of source code which implements hidden functionality
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Prosty przykiad XOR
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Prosty przykiad XOR

It 1s 1mportant to take notice of the following :

sThe length n of secret triggering sequence

secret sequence[] can be long enough to effectively
prevent triggered action() from being called
unintentionally;

*The triggering strategy presented above 1s only an example -
an adversary's creativity in developing other triggering
conditions 1s not constrained by this example;

sHidden functionalities may exist in multiple locations of a
device, and can be designed to interact each other;
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Przykiad z szyfrem

0—1
1 -2
2 —>3
3 -4
4 — 5
5—>06
6 — 7
/{ — 8
8—9
9—-0

kubuntu



Przykiad z szyfrem

kubuntu



Przyktad urzadzen

telekomunikacyjnych

-
- -
- —
[T
=y
N
mamm
- —
[ ]
=
g
e
L
- -
N
o -
—-—

kubuntu



SSUBMARINE
~CABLE MAP

TeleGeography () Southem Cress

iy b
[ Syt -

.:I,
I. - : T
5 'I . e x
A e
II b
ti Frs5 AN FECERATION

ARCTIC DCEAM

PACIFIC CEAH

Ean

s
am —

i 1
= [ | }

I § . Bl .l : |
= P | l--;---l"' A 3 i
TR R ARy e L I
obpeib g b e 1 _ILI:_!:IJI &
BRRRRNE R AR R Sea R RS NI DEE

WHAT U0 B0 B HIMTH DAN B

AMTEIRT OF BRI CH L STRTERS.

i

T e
[ ———
s | o - [ =

trmansng | v st [

s | g s [

A |

P FRICE TREMEE

[ ool CoET

ot

g s VB R W

e B R g Tkt s a8l P

R it s ik B b B

e

[Tt ey iy

{...

R e
| B o
| |
——|.-.-T-.- |
ey

i
| sz

THIE LEHCEES 50 DA R [ DA LD S95TEH
———

o

a1

LT IR MEA B SR E APz iTY

1 .
et 8 A Lt B B e i 1 8 b

[reTrey

b ireve

e o By B i e e e T
P

S

S b
LI v
Ik i
sufigernar | im e

=

|
]
I
o
1 [ 1 i
'E'il ——th
[ i ] I
i
; 1IN i i
'8 B B ETEE B B
H1 i L
_-IT-lh-i-.l:-ot-_-ummt
=1 Tt

|

i

BT DU I SNSRI AP 7T BN

B e e L

gt e e T o e e
s i e

st s it 1 e e e e e

TSELL L N B R Cal ) el
Wl




Analiza podatnosci
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Analiza podatnosci czesci hardware

with minimal probability during normal operation of a device

¢

2. Hidden functionality should be considered undetectable
during normal interaction with infected system

'

3. Test vectors and other input/output-based methods
are inadequate for detecting hidden functionality.
Any possible trigger cannaot be found this way.

[ 1. Triggering condition of hidden functionality is intentionally designed to occur }

5. Hidden functionality impl ted |
4. Hidden functionality implemented in software =h funcliongiily implemented in

hard ly be found if electronic circuit
can only be found if source code is analysed L S R

and elements are analysed




Analiza podatnosci czesci hardware

can only be found if internal structure of the microchip is analysed

i

7. If internal structure of a microchip hasn't been analysed

[ 6. Hidden functionality implemented in an Integrated Circuit element ]

it should not be considered reliable, i. e. it can be enabled to perform different
functions than described in specification (including hidden functionality).

8. Software runs on hardware.
(Execution of software takes place
inside hardware components)

Y

9. Execution of software which takes place inside unreliable microchips ]

(as well as data processed inside) may be affected by hidden functionality.

:

10. If a device consists of unreliable microchips,
undetectable hidden functionality may be created.

ntu



Ekonomia zagrozenia

1. Jaki rodzaj ukryte] funkcjonalnosci atakujacy
moze chcie¢ zaimplementowac?

2. lle naktadu potrzeba (pienigdze lub inne
zasoby) by zrealizowacC pozadany cel?

3. lle przyniesie mu to zysku lub innego rodzaju
korzysci ?
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Gazociag w Urengoi

Rok 1982

Szpieg KGB w kanadyjskiej firmie

Ukryta funkcjonalnos¢ w oprogramowaniu
turbiny
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Gazociag w Urengoi
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Gazociag w Urengoi

Thomas C. Reed : “The result was the most monumental non-
nuclear explosion and fire ever seen from space. At the White
House, we received warning from our infrared satellites of some
bizarre event out in the middle of Soviet nowhere. NORAD (North
American Aerospace Defense Command) feared a missile liftoff
from a place where no rockets were known to be based. Or
perhaps it was the detonation of a small nuclear device...They (the
satellites) had detected no electromagnetic pulse, characteristic of
nuclear detonations. Before these conflicting indicators could turn
iInto an international crisis, Gus Weiss came down the hall to tell
his fellow NSC staffers not to worry”
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Ekonomia zagrozenia

1. Jaki rodzaj ukryte] funkcjonalnosci atakujacy
moze chcie¢ zaimplementowac?

2. lle naktadu potrzeba (pienigdze lub inne
zasoby) by zrealizowacC pozadany cel?

3. lle przyniesie mu to zysku lub innego rodzaju
korzysci ?
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Maszyny do zliczania glosow

Clinton Curtis
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Amerykanski programista Clinton Curtis zlozyt doniesienie w sprawie...
napisanego przez niego programu do modyfikacji tablic danych za pomoca
ekranu dotykowego. Nie byloby w tym niczego dziwnego, gdyby nie fakt ze
M program ten miat dziatac w amerykanskich maszynach wyborczychi jego
zadaniem bylo falszowanie wynikow kandydatow, wskazanych specjalnymi

I Temperéuka kombinacjami klawiszy.

U odtwarzacz cD Wedlug oswiadczenia Curtisa, sprawa zaczeta sie w 2000 roku kiedy byt on
U staga dokujaca zatrudniony przez firme Yang Enterprises, bedacg podwykonawcg NASA w zakresie

do iPoda oprogramowania maszyn zliczajgcych gtosy w trakcie wybordw, Zostat on wowczas ntu
U stylowy mikrofon zaproszony Jako ekspert do udziatu w spotkaniach odbywanych przez zarzad firmy z mP



Maszyny do zliczania glosow

Stanowisko Stowarzyszema Internet Society Poland w sprawie glosowama elektronicznego, styczen 2007

Stanowisko Stowarzyszenia Internet Society Poland
w sprawie glosowania elektronicznego
w wyborach powszechnych

styczen 2007
streszczenie:

W mediach pojawiajq sie ostatnio informacje o inicjatvwach wprowad=enia powssechnvch
elektroniconveh _form glosowania (w tvim "pizes internet”). Stowarcyscenie Internet Society
Poland® analizuje je w swietle wymogow pr-ejroystosci procedury wyborezej oraz nad=iei
na poprawe frekwencji wyborczej. Proedstawiono wybrane doniesienia o proypadkach
manipulowania wynikami wyboreoymi orac kompromitacji elektromiccmyeh  masoyn
wyvbarcoveh. Wskazano tez na proyiady nasilajqeego sie lobbingu producentow roswigzan
wspierajgcveh elektronicone glosowania. Na ich tle zdaniem ISOC postulaty modyvfikacyi
procedury wyborczej w kierunku dopuscccenia glosowania proes internef niosq ryoyko

-agrosenia dla demokracji oraz wyeliminowania wybaercow = procesu wyborczego. k b t
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Analiza podatnosci czesci software

M Microsoft Security Bulletin M506-013: Cumulative Security Update for Internet Explorer (912812) -} 7

Location Edit View Bookmarks Tools Settings Help

QT . 'T G__ Q @ %2 [ﬂ http:/fwww. microsoft.com/technet/security/bulletin/ms06-0 v] Ji][ v]{T_;"
EMiCFDEDf‘t Security Bulletin... .
Click Here to Install Silverlight United States Change | All Microsoft Sites

Micresoft TechNet search Microsoft,com for: @]
TechMet Home | TechCenters | Downloads | TechMet Program | Subscriptions | Security Bulletins | Archive

Search for -

TechMNet Horme = TechMet Security = Bulletins

|3

Microsoft Security Bulletin MS06-013

Ul by Cumulative Security Update for Internet Explorer (912812)

Security Bulletin Search

FPublished: April 11, 20086

Products
Guidance Yersion: 1.0

Tools
Summary

Understanding Securi
<] by Who should read this document: Customers who use Microsoft Windows

Partners
Impact of Yulnerability: Remote Code Execution
Downloads
Maximum Severty Rating: Critical
Cormrmunity

SR S Recommendation: Custarmers should apply the update immediately.

Virtual Labs Security Update Replacement: This bulletin replaces several prior security updates, See the fraquently
asked questions (FAQ) section of this bulletin for the complete list,

Scripting for Security
Caveats: Microsoft Knowledge Base Aiticle 912812 docurments the currently known issues that customers
Srmall Business Security may experience when they install this security update, The article also documents recommended
salutions for these issues, Far more infoermation, see Microsoft Knowledge Base Article 912812,

Midsize Business Security

. This security update also replaces the curnulative update for Internet Explorer that was released for
Additional Resources Windows XP Service Pack 2, Windows Server 2003 Service Pack 1, Windows ¥P Professional x64 Editian, n U
| _ Windows Server 2003 64 Edition family, and Windows Server 20032 with Service Pack 1 for Itanium-based -




Analiza podatnosci czesci software

1. An adversary doesn't want his
hidden functionality to be revealed.

2. It occasionally happens that various IT security
vulnerabilities exist and some of them are critical.

\

3. In some cases, critical security vulnerability can play
identical role to the desired role of hidden functionality
(for example giving root access).

4. Critical security vulnerahility
can be created intentionally.

5. Critical security vulnerability can be a form
of implementation for hidden functionality.

6. A risk of hidden functionality being exposed an adversary
may wish to reduce by implementing critical security vulnerahility
(intentionally) instead of blatantly obvious malicious code




Analiza podatnosci czesci software

6. A risk of hidden functionality being exposed an adversary
may wish to reduce by implementing critical security vulnerability
(intentionally) instead of blatantly obvious malicious code

_—

8. This form of hidden functionality may be less

7 This f of hidden functionalit th
= 1oTm S e feasible (during implementation) than blatantly

obvious malicious code because it may not be possible
to implement some features while keeping it low profile.

easily dentified during analysis because it looks
like nothing more than usual security hole.

8. The lack of features
decreases usabhility.

L

10. There exist a trade-off between
detectability and usability
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Krytyczne luki w roli ukrytej

funkcjonalnosci

m Computerworld = French Embassy site for Libya said to be serving malware - Konqueror

Location Edit Wiew Bookmarks Tools Settings Help
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COMPUTERWORLD Don’t click and drag.

The Yolce of the ICT Community CIiCK and move.
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Sunday, 06 April 2008

HOME NEWS TECHNOLOGY SECURITY DEVELOPMENT NETWORK & TELCO SPECIAL MANAGEMENT CAREERS E-TALES FRYUP EVENTS

French Embassy site for Libya said to be serving malware
The French Embassy website for Libya has been compromised and is serving up malware to visitors,
according to McAfee.

4

New Zealand’s ICT jobsite

Bv Ellen Messmer Framingham | Monday, 17 December, 2007 g Email £ Pont

Mcifee researcher Francois Paget discovered this on Thursday and the

company says it has reported its findings to the French government, . Most Read
The site has been attacked using an IFrame exploit that inserts an

invisible frame in the page in order to re-direct some web browser = Apple's BlackBerry offensive contains some
connections to another location, which serves up a "downloader,” code  untruths

that attemnpts to reside on the victim machine, If the downloader is = Microsoft's IS0 win may worsen antitrust woes
successful, the attacker can then remotely attempt to download other  ® Forum: Bubble bursts for Telecomn’s business
malware, "typically a bot or a password-stealing Trojan,” says Dave customers 2
Marcus, Mctfee security researcher and communications manager. = Last-mile fibre monopoly proposed for broadband |

a - | ]
http:/finl. adbureau.net/accipiter/adclick/CID=000037d...eid=55261 08083/site=CW/area=F.CW.scrt (In new window) | T ki) ku b U ntu




Krytyczne luki w roli ukrytej
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Microsoft Internet Explorer 6.x
Impact (Based on 107 advisories from 2003-2008)

System access (36%)
DoS (4%)

Privilege escalation (09%)
Exposure sensitive info (14%)
Exposure system info (6%)
Brute Force (0%)
Manipulation of data (2%)
Spoofing (13%)

Cross Site Scripting (9%)
Security bypass (15%)
Hijacking (1%)

Unknown (0%)

36%

15%

9%

& Yo 13%

OeddO0OEaeEEO0OCOO0Om

This graph was generated by Secunia.
Based on vulnerability information available at http://secunia.comy/

Microsoft Internet Explorer 6.x
Criticality (Based on 107 advisories from 2003-2007)

B Extremely (14%)
14% B Highly (35%)

O Moderately (17%)

18% O Less (17%)

B Mot (18%)

17%
17%
This graph was generated by Secunia.

Based on vulnerability information available at http: //secunia.com/

zrodto: Secunia statistics 31.01.2008r.
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M A Matter of National Security: Microsoft Government Security P...nt in the security features ~7

Location Edit Wiew Bookmarks Tools Settings
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Help

Click Here to Install Silverlight United States Change | All Microsoft S
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Microsoft
PressPass
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| RSS Feeds
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A Matter of Mational Security: Microsoft Government Security Program Provides
Mational Governments with Access to Windows Source Code

QeLAr A new Microsoft inibiative provides government agencies with the technical
information they need to be confident in the security features of the Microsoft Windows

platform.

REDMOND, Wash., Jan. 14, 2003
— As information technology has
becorme increasingly central to our
daily lives, computer security and
privacy have taken an a growing
irmportance, For national
governments, the questions
surrounding computing security
are espedially critical, From
protecting personal data about
their citizens to safeguarding
secret infarmation related to
national defense issues, public
agencies face a wide range of
security issues that have prefound
social and pelitical implications.
That has made the task of
implementing secure information
technology systems one of the
rmost pressing concerns for

mmimem =] e e ———————

Craig Mundie, senior vice

president and chief technical

officer of advanced

Related Links

Feature 5tories:
» Trustworthy Computing

Continues to Build

Mormenturm - Jan, 13,
2005

» Microsoft Shared Source

Initiative Encourages
Academic Innovation -
March 27, 2002

» Nothing Commen in

"Commen Criteria”: How
Microsoft Custormers Can
Utilize the
Unprecedented Security
Recognition Awarded to
Windows 2000 - Oct. 29,
2002

o
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. (@) 50% of Venezuela Government. .. |
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50% of Yenezuela Government Software
will be Open Source by 2007

March sth zoos5, by ABN / Venesuelanaly sis.com

Caracas, Venezuela, March 5, 2zoog— Venezuela's president of
the National Technology and Information Center (CHTI), Jorge
Berrizheitia, says that the migration from private software to
free software in Venezuela’s public administration will present a
great challenge for the government and the country’s data
processing companies.

According to a presidential decree passed in December zoog, Venezuela’s

public administration must present a plan within three months for how it will raise its usage
of free software. The best known example of free software is the Linux operating system, which
is steadily gaining in market share worldwide, relative to the private operating system
Microsoft Windows. Following the president’s approval of the plans, the departments of the
public administration will have two years to implement it.

EBerrizbeitia explained that the Venezuelan government is aware that such a transition will
cost money and thatitalso means transition expenses for the companies that currently supply
the government with software. Berrizbeitia said that the government would be willing to take
over the costs of translating software, so that it can be used in Venezuela.

One of the main reasons the government is interested in switching to free software is that it
wants to consolidate its technological independence and lower its vulnerability for not
controlling the software it uses.
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ECONDMY

Venezuela To Hationalize
Cement Industry in Order
to Boost Construction
April SHh 2008

INTERHATIOHAL
"Perverse Intention "
Behind Colombian Rebel
Documents Says
Venezuelan Foreign
HMinister

April 2nd 2008

LABOR

Venezuelan Steel Workers
to Vote on Hew Contract,
Possibly Ending Year-Long
Conflict

April 1s8 2008

HMASS MEDIA

Venezuelan Media
Terrorism Conference
Denounces Hegative Role
of Private Media

April 1sf 2008

ECOHDMY
Chavez Announces 53
illion for Venezuela's

nergy" Revolution
arch 31sd 2008
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Niemiecki szpieg w postaci trojana

Czwartek, 22 listopaca 2007 (10:30)
Niemiecki rzad rozpoczat rekrutacje
programistow, ktorych celem bedzie
stworzenie programu gg malware.

komputerdw osdéb podejrzanych

o terroryzm. £ propozycja zwiekszenia
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w lwestii dostepu do informacji

i moZliwosci zarazania podejrzanych komputerdw wyszedtbw tym roku Sad
Federalny.

Geoff Sweeney z Tier-3 ohawia sig, Ze
konie trojanskie stworzone dla potrzeh
Wprowadzenie przepisow, ktdre rzadu czy choéby policji beda mogty
Zezwola organom Scigania na w trywialny sposab wpast w rece
sZpiegowanie przy pomocy hakerdw, ktérzy rozpowszechniliby je
trojandw osdb podejrzanych i uzyli do "kradziezy" danych osobowych

L g Sy T ———

Miemcy: trojany dla policji?

Szukaj: [w serwisie Nowe Technologie | [szukaij|

REKLAMA

smertne radiowozy!
i nie tylko e
L

Zobaczl »

ZOBACZ KONIECZNIE

Znajelz cel i opisz go. Zrok to co
L yoghle f ZN0CS CEV OPISZ

e e m e ey R e ™

FY

lubuntu



Krytyczne luki w roli ukrytej

funkcjonalnosci

@ heise online - Austria plans to start conducting secret online searches in 2008 - Konqueror
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Austria plans to start conducting
secret online searches in 2008

Contact, Imprint
Media Kit It is planned that the police will use online searches in Austria
from auturmn 2008 onwards. According to a report of the radio
station 01, the Minister of Justice, Maria Berger (SPO) [Social
Democratic Party of Austria] and her colleague, the Minister
for Internal Affairs, Gunther Platter (OWP) [Austrian People's
Party] have agreed to this. In the station's morning news show
called "Morgenjournal" Platter maintained that online searches
would only be used in the case of serious crime or suspicion of
supporting a terrorist organisation. The law drafted by Platter
and Berger is to be discussed today in a cabinet meeting.
After that a group of experts will settle the legal and technical
details arising from the use of a Trojan program.

As in Germany, the Austrian

politicians emphasise the fact that this measure will only be
used in exceptional circumstances. According to Minister of
Justice Berger, online searches will only be carried out once or
twice a year, more or less at the same frequency as phone
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Swiss look to Trojan code for VoIP tapping

1:08P M, Tuesday 10th October 2006

Swiss authorities are investigating the possibility of
tapping VolP calls, which could involve commandeering
ISPs toinstall Trojan code on target computers.

This presents a problem for anyone wanting to listen in,
as they are faced with trying to decrypt the packets by brute force - not easy during a
three-minute phone call. What's more, many VolP services are not basedin
Switzerland, so the authorities don't have the jurisdiction to force them to hand over
the decryption keys or offer access to calls made through these sevices.

The only alternative is to find a means of listening in at a point before the data is
encrypted.

According to the Swiss paper SonntagsZeituna, the Swiss Department of the
Environment, Transport, Energy and Communications (UVEK) has hired software
company ERAIT solutions to desiaon an application fo do just this
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Your credit card methods secure?
Discover how to address the latest vexing PCI
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~ Foundations Mpack attack infects PCs on massive scale
 Microsoft Published: 2007-06-19

A Unix

- IDS

2 Incidents A malware distribution and attack kit sold commercially through underground channels on
the Internet has compromised hundreds of thousands of systems in the past six months,
including an epidemic of infections that hit Italian Web servers this past weekend,

according to security and antivirus firms.,

A Wirus
A Pen-Test
» Firewalls

""""""""""" Known as Mpaclk, the kit consists of commercial-grade software components written in
zz=z=z=z=z=====:xxm=the PHP Web programming language and apparently sold by a group of Russian
_____________________ programmers. The software, which comes with a year of support, was first mentioned in
» MNewsletters an analysis penned by antivirus firm Panda Software. In mid-May, Panda stated that the

» Bugtrag software had compromised at least 160,000 computers.

» Focus on IDS

» Focus on Linusx "Mpack offers the type of features vou would expect from a legal application," Luis

» Focus ‘_3"' Micrasoft Corrons, technical director of PandalLabs, said in a previous statement, "For example,
7 Forensics client updates. These updates, effectively different versions of the application, are

s Penttest actually the exploits needed to take advantage of the latest vulnerabilities discovered."
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Analiza podatnosci czesci software

"We sometimes pay for exploits. An average price
for a 0-day Internet Explorer flaw is US$10,000 in
case of good exploitation.”

Zrodio:

http://www.securityfocus.com/news/11476
Robert Lemos, SecurityFocus 2007-07-20
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Analiza podatnosci czesci software

TippingPoint Zero Day Initiative

The Zero Day Initiative (ZDI), founded by TippingPoint, 1s a program for rewarding security researchers for
responsibly disclosing vulnerabilities. Depending on who you are, here are a few links to get you started:

® Researchers: Learn how we pay for your vulnerability discoveries, register for the ZDI or login,
® Vendors: Read our disclosure policy or join our security partner program

® Press, Curiosity Seeker: Learn more about ZDI or read answers to some ifrequently asked questions

Please contact us at zdi [at] tippingpoint [dot] com with any questions or queries. For sensitive e-mail
communications, please use our PGP Ley.

About | Upcoming Advisories | Published Advisories | Researcher Login
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ZDI Rewards Program —
As a member of the ZDI program, you earn points each time a vulnerability
submission is purchased. Points are treated in a manner similar to airline
frequent flyer miles - points accrue each year on a dollar-for-dollar basis based
on the total dollar amount paid for vulnerability submissions by the researcher
during that calendar year. For instance, if the Zero Day Initiative buys your
vulnerability for $5,000, then you receive 5,000 points for that submission. For
all of calendar year 2008, if you received 37,000 points, then for calendar year
2009 you will be considered to have ZDI Gold status. The following are the
various levels of ZDI Reward membership
ZDI Reward Status
Points
10,000 ZDI Bronze
20,000 ZDI Silver
35,000 ZDI Gold
50,000 ZDI Platinum
Each level offers exclusive awards and benefits, each of which last for the one
calendar year period following the year in which the points were earned:
A
* >
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 produkt komercyjny sprzedawany
wiadomym odbiorcom
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Random supplier strategy

Receive Channel Transmit Channel
RF Interface Altera FPGA RF Interface

« produkt komercyjny sprzedawany T e M el

Port Mixed Signal

wiadomym odbiorcom ) Processor ,
« komputer PC ogodlnego przeznaczenia

(kupiony w losowo wybranym lub
zaufanym sklepie)
» system operacyjny linux
 uniwersalny odbiornik USRP
e oprogramowanie do podstuchu GSM

typu free software kubuntu
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Random supplier strategy

Receive Channel Transmit Channel
RF Interface Altera FPGA RF Interface

Producent dobrze zdaje sobie sprawe z

tego, ze sprzet bedzie uzytkowany przez B Y
stuzby specjalne i moze mieé interes w S =ty
umieszczeniu tam ukrytej
funkcjonalnosci. e . :

) Nikt nie wie, jakim urzgdzeniem

bedzie kupowany sprzet i kto bedzie
jego uzytkownikiem
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Diversification strategy

Router A, manufactured by one producer

% ISP A - Link A

Q INTERNET
% ISP B - Link B
\\ Firewall B

Router B, manufactured by another producer

Company networls

Load balancing
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Diversification strategy

Cisco Security Advisory: Crafted IP Option Vulnerability - Konqueror

Location Edit Wiew Bookmarks Tools Settings Help
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e Cisco Security Advisory: Cr... ‘

Solutions Products Ordering Partners Training Corparate

Security Advisories 'ﬁ

Cisco Security Advisory: Crafted IP Option
Vulnerability
Document ID: 81734

Advisory ID: cisco-5a-20070124-crafted-ip-option

http://'www.cisco.com/warp/public/707/cisco-sa-200701243-crafted-ip-option.shtml

Revision 1.4
Last Updated 2007 April 22 1630 UTC (GMT)
For Public Release 2007 January 24 1600 UTC (GMT)

Please provide your feedback on this document.

Summary

Cisco routers and switches running Cisco I0S® or Cisco |05 XR software may be vulnerable to a remotely exploitable crafted IP option

L IEIN RT3 U-R I = <p it ation of the vulnerability may potentially allow for arbitrary code executionSEGEREE s R o VAL
exploited after processing an Internet Control Message Protocol (ICMP) packet, Protocol Independent Multicast version 2 (PIMv2) packet,
Pragmatic General Multicast (PGM) packet, or URL Rendezvous Directory (URD) packet containing a specific crafted IP option in the
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Redundancy strategy

INTERNET

Oy L

IF pacleet
\ Encryption device manufactured by producer B

Encryption device manufactured by producer A

B

IP pacleet
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For years US eavesdroppers could read
encrypted messages without the least

difficulty

By Ludwig De Braeckeleer

(OhMyhews) -- For decades, the US MNational
Security Agency (NSA) has been reading
effortlessly ultra sensitive messages
intercepted from all parts of the world. This
extraordinary feat was not the consequence of
the work of some genius cyber mathematician.
Mor was it the result of the agency dominance
in the field of super computers, which allegedhy
have outpaced their most direct rivals by
orders of magnitude. The truth is far simpler
and quite troubling. The game was rigged.
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¢+ Opinion el ; ;

. Bﬂsiness Lenovo releases China's first security chip - China Forum

» Sci-Edu Q@+ = pDNewsletter

+ Culture/Life - People's Comment

» Sports Lenovo Group on Monday in Beijing released China's first security chip - "Hengzhi" - Most Popular

+ Photos which has been approved by the State Encryption Administration and independently
Services developed by the company. Related News

[t means that China's information security-sensitive departments in the government, - Intel i G4-bit

- Newsletter military and research institutions can now purchase safe PCs independently TS WHVERS e
- Online Community  developed and controlled by Chinese. g

- China Biz Info According to relevant regulations the design, development and manufacture of . i

- Mews Archive China's encryption chips must rely on independent domestic ability and are forhidden - Chipmaker claims [PR
-Feedback from using relevant foreign products. violation

- Voices of Feaders Safe Lenovo PCs installed with Hengzhi chips will provide security-sensitive
- Weather Forecast departments in the government, military and research institutions with PC terminals - China develops new AV

completely developed and controlled by Chinese. chip

RSS Feeds

As learned Lenovo will officially launch safe PCs installed with Hengzhi security chips
- Chine A within this year.
- Business LA By People's Daily Oniine
- World B
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Domestic products

A T AR

According to relevant regulations the
design, development and manufacture of
China's encryption chips must rely on
independent domestic ability and are
forbidden from using relevant foreign
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