Internet Censorship Detection and Data Recovery

mgr inz. Pawet Koszut

kubuntu



Internet Censorship Detection and Data Recovery

Introduction and example of censored website

Practical problems with censorship detection

Visualisation of website changes

Other applications

kubuntu



Internet Censorship Detection and Data Recovery

Example of censored website

kubuntu



Internet Censorship Detection and Data Recovery

http://www.time.com/time/magazine/1998/dom/980302/special_report.clintons_29.html - Konqueror
Location Edit View Bookmarks Tools Settings Help

) 0 O 0 E» [. http:/fwww.time.comitime/magazine/1 998/dom/980302/special_report.clintons_29.htm| |v]J£H

.-http:mmm.r.time.cum!timefma... |

TIME

ONLINE EDITION

The page you've requested is an excerpt from a book by Brent |
Scowcroft and George H. W. Bush titled A World Transformed, :
which appeared in the March 2, 1998, issue of TIME magazine

under the title "Why We Didn't Remove Saddam". - S 1'_?:'.*‘_:_ =

because the publisher did not grant us [ = Haoiifs BESt I]ffEr g :

rights to sell the piece online through the TIME archive. R ig‘?&ﬁEven .ﬂf thE 1 Eﬂ 4
=’y

on aII*Fur fle

Search the TIME Archive

] [A.rticles Since 1985 |v] n

Home Page
Go to the TIME.com home page.

|http:ﬂad.d0ub|ec|ick. netfclick;h=v8/3628/3/0/%/;158576825;0-0;0;17765...ncentives/offers/¥e3Fbannerid=448880|21271294|1581 42165 (In new window)




T IME

DAILY
MAGAZIME
U.5. Edition

International
Asgia Edition
Archive

COVER STORY:
How Mot to Sell
a War

History: Bush on
why he chose
not to remove
Saddam

IRAQ: AVisit to
Baghdad

THE WHITE
HOUSE: FParallel
Tracks

MONICA
LEWINSKY:
Waiting in the
Wings

STARR WARS:
The Hidden
Conflict

SPECIAL REPORT/CLINTON'S CRISES MARCH 2, 1998 VOL. 151 NO. 8

Why We Didn't Remove
Saddam

By GEORGE BUSH AND BRENT SCOWCROFT

he end of effective Iragi resistance came with a rapidity which

surprised us all, and we were perhaps psychologically unprepared

for the sudden transition from fighting to peacemaking. True to
the guidelines we had established, when we had achieved our strategic
objectives (ejecting Iraqi forces from Kuwait and eroding Saddam's
threat to the region) we stopped the fighting. But the necessary
limitations placed on our objectives, the fog of war, and the lack of
"battleship Missouri" surrender unfortunately left unresclved problems,
and new ones arose,

We were disappointed that Saddam's defeat did not break his hald on
power, as many of our Arab allies had predicted and we had come to
expect. President Bush repeatedly declared that the fate of Saddam
Hussein was up to the Iragi people. Occasionally, he indicated that
removal of Saddam would be welcome, but for very practical reasons
there was never a promise to aid an uprising. While we hoped that
popular revolt or coup would topple Saddam, neither the U.S. nor the
countries of the region wished to see the breakup of the Iragi state. we
were concerned about the long-term balance of power at the head of the
Gulf. Trying to eliminate Saddam, extending the ground war into an
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FileETag Directive

Description: File attributes used to create the ETag HTTP response header
Syntax: FileETag component ...

Default: FileETag IMode MTime Size

Context: senver config, virtual host, directory, htaccess

Override: Filelnfo

Status: Core

Module: core

The FileETaqg directive configures the file attributes that are used to create the ETag (entity tag)
response header field when the document is based on a file. (The ETag value is used in cache
management to save network bandwidth.) In Apache 1.3.22 and earlier, the ETag value was aways
formed from the file's inode, size, and last-modified time (mtime). The FileETag directive allows you to
choose which of these —if any -- should be used. The recognized keywords are:

INode
The file's i-node number will be included in the calculation

MTime
The date and time the file was last modified will be included

Size
The number of bytes in the file will be included

All
All available fields will be used. This is equivalent to:

FileETag IMode MTime Size

None
If a document is file-based, no ETag field will be included in the response
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ETagFix V1.00

ETagFix alters the 115 etag that is generated
for each page so that it does not change
each time your server is restarted.

Etags are a method of informing web browsers
and crawlers when a weh page has changed.
U=zing etags, vour web browser or crawler will
determine when a cached page may be used and
when the page must be downloaded to present
the current information.

Sounds simple and useful, right? Well, ves and
no. True, it's important for browsers to download
a page when it really has changed. Howewver, it's
not necessary to take the time and bandwidth
required to download a page when the etag has
been updated due to restarting the web server,
but the page information hasn't changed.

FtagFix stabilizes the etag that Internet information Services (I5) generates so that it doesn't change

each time the web server is restarted.
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Algorithm (adit]

The operation of diff is based on solving the Longest Common Subsequence (LCS) problem.

In the LCS problem, you have two sequences of items:

__________________________________________________________________________________________________________________________

__________________________________________________________________________________________________________________________

__________________________________________________________________________________________________________________________

__________________________________________________________________________________________________________________________

and you want to find the longest sequence of items that is present in both original sequences in the same order,
That is, you want to find a new sequence which can be cbtained from the first sequence by deleting some items,
and from the second sequence by deleting other items. You also want this sequence to be as long as possible. In
this case it is

""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""

__________________________________________________________________________________________________________________________

""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""
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More applications
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French Embassy site for Libya said to be serving malware $15,000
The French Embassy website for Libya has been compromised and is serving up of Product

malware to visitors, according to McAfee.

with PCWORLD
and [}

By Ellen Messmer Framingham | Monday, 17 December, 2007 B4 Email &= Print

Mecafee researcher Francois Paget discovered this on Thursday and the
company says it has reported its findings to the French government.

The site has been attacked using an iFrame exploit that inserts an Fairfax Business Media
invisible frame in the page in order to re-direct some web browser

connections to another location, which serves up a "downloader," code
that attempts to reside on the victim machine. If the downloader is Click here to subscribe

to any of our publications

successful, the attacker can then remotely attempt to download other
malware, "typically a bot or a password-stealing Trojan," says Dave
Marcus, McAfee security researcher and communications manager.

Marcus says Paget, a researcher with tools to scan scripts and
investigate code behaviour, happened by chance to be looking at the
French Embassy website for Libya and discovered the attack code on it.
The incident is similar to discoveries made by security researchers of
other compromised websites spewing attack code, including that of the
Bank of India and the MvSpace paqge of Alicia Kevs.
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